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ABSTRACT

Corporate corruption has dominated the businesssnever the last decade. While large businesseseganuch
of the attention, small businesses also face andisthreat from fraudulent activities. In thistete, we discuss the
impact of fraud on small businesses. We presentitissical theory of fraud and describe how pressapportunity
and rationalization facilitate fraudulent activity=inally, we propose clear practical steps thahdze followed to help
prevent fraud in small businesses and we offeréuteisearch opportunities.

INTRODUCTION

One need only look at the most recent archivesngf lausiness magazine or newspaper to find exangfles
fraudulent behavior in the business community. h-pgofile examples include Bernard Madoff, FanniadylEnron,
WorldCom, Tyco and many others. These ethicaldagtave cost stakeholders billions of dollars aadeheft an
indelible black eye on American business. In fdabg Association of Certified Fraud Examiners (ACFREDO08)
estimates that U.S. businesses lose approxima¥%lyf/their annual revenues to fraud, which results istaggering
sum of almost a trillion dollars in losses acrdss économy. The ethical failures of the last dedaave resulted in a
backlash of investor scrutiny and government reguiaand have inspired efforts to tighten corpoettacs standards
and increase ethics education in business schools.

Researchers often classify fraud into two broaggates: financial statement fraud and occupatidraald.
Financial statement fraud is typically perpetrabgdunethical corporate executives attempting to endde company
appear more profitable than it actually is. Ondbtiger hand, employees at any level of the orgéinizanay participate
in occupational fraud. When occupational fraucetaklace, money or other assets are stolen fromrti@nization.
When financial statement fraud takes place, mometter assets are manipulated on behalf of thenzgtion.

The Association of Certified Fraud Examiners (ACEB08) defines occupational fraud as “the use @&'n
occupation for personal enrichment through thebeetite misuse or misapplication of the employingaaization’s
resources or assets.” Although financial statenfrenid at the corporate level may be more conspiswnd receive
much more media attention, the effects of occupatidraud on small business can be even more tbilj to the
organization. In the case of Page and Paletterpocated, for example, a trusted bookkeeper wadised using a
company credit card to pay personal debt. Themstput the company in an extremely adverse pasitiben the
company was denied the additional credit it negdedstock popular books for the holiday seasone dwner of Page
and Palette estimates that the inability to ordéficgent inventory cost the company as much as 20%otential sales,
in addition to the $150,000 the bookkeeper skimmezt a two and a half year period (Covel, 2009).

From January 2006 through February 2008, frauduletivities cost small businesses (defined as méss with
fewer than 100 employees) an average of $200,00@gqed incident (U.S. Chamber of Commerce, 2008h other
category — including the largest firms — had schhigmedian loss (ACFE, 2008). As was the case Rithe and
Palette Incorporated, this type of loss can beiqdarly detrimental because of the inherent latkesources that is
characteristic of most small businesses.
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Empirical evidence suggests that the perpetratoraany unethical and illegal acts (specificallyfttend other
forms of fraud) are, unfortunately, often the emyples of small businesses. For example, one enplofya Nebraska
pawnshop was apprehended after being seen loadinchandise into his truck after the store had ddee the night
(Joseph, 2009). Although most employee theft ichmiess blatant, fraud is more prevalent than mamployers
realize. A study performed by the consultancy fitatk L. Hayes International suggests that oneob@very 28
employees was arrested for theft in 2007 aloner(SB809). Additionally, the U.S. Chamber of Compeeestimates
that as much as 30 percent of small business éailcan be attributed to employee theft (Still artrier, 2009).

However, employees are not the only initiators néarupulous actions. Business owners also faly prethe
enticements of fraud and, unfortunately, often dee&heat creditors, suppliers and customers. t¥jpes of unethical
behaviors in which owners of small businesses engag generally quite different from those in whiaployees
engage. Research has suggested that the most cofraud schemes in small business relate to finarggecifically,
fraudulent billing and check tampering (ACFE, 20085). The owners of a small auto dealershiptahifor example,
were recently accused of failing to deliver vehititees to customers who had purchased cars amkgrfrom the
dealership (Jensen, 2010). The owners then usedttlen money for personal use instead of payieditors for
outstanding auto loans. The company is now oubusiiness and the owners are facing multiple lepafges for
unlawful business practices.

Such fraudulent behaviors can result in devastatimgsequences for small businesses. Some reseagch
suggests that fraud is theain cause of small business failure — having a lagffct than any of the traditionally
attributed causes (including a declining econon@grand, Carland, and Carland, 2001). While thesequences of
fraud are extremely destructive to both small bessnowners and employees, deceitful business geacsffect all
stakeholders of the organization including the camity, vendors, customers and others. CustomersexXample,
may be stuck with worthless products or empty psasi suppliers and creditors may go unpaid for theivices,
employees may lose their jobs, and communitiesnofteffer damage to their tax base and reputatidear(y,
understanding the causes and consequences of lieatdiehavior and how to prevent it should be @& thmost
importance to all small business owners.

CLASSICAL FRAUD THEORY

Traditional fraud theory explains the motivationm foaud as having three key elements: pressuneortymity,
and rationalization (Cressey, 1953). Unfortunategsearch has suggested that the perceived peefduiby both
small business owners and employees is often @rifienotivation for many individuals to indulge imethical acts.
These pressures are generally financially driveihptay also include non-financial pressures, ssch desire to falsely
represent the success of the organization. Oppitiets to act unethically may arise from the vemusture of the
organization. Alternatively, employees may engagenanipulating an organization’s internal contréds provide
opportunities for fraud. Rationalization createpegiception that although the action is not sogiaticeptable, some
unique, extraneous circumstance justifies it. Usidading the role of pressure, opportunity, arttbmalization is an
important initial step toward fraud prevention.

Pressure

By nature, the entrepreneur, or small business pusenterprising and driven by a strong desirbdsuccessful.
This zeal for achievement may lead the ethicallpkvio feel overwhelmed by the sometimes-ominougrtaimty that
lies in the future. The financial pressure to s@ctbecomes even more prevalent when the livelilmddtde small
business owner and his family depends on the ss@fdke business.

Pressure may also be the result of the unique rdsthy which many small business owners obtain fugndiln
addition to the use of personal assets, many dmalhess owners fund their firms with money produrem venture
capitalists, angel investors or family and friendshe requirements for the repayment of such imrests may not be
as strict as formal debt incurred through banks athér financial intermediaries. However, the heatence of the
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investment, or the intimate relationships betwerralks business owners and their investors, may iadadevel of
repayment pressure, in addition to those alreacldfdy small business owners.

Opportunity

Permissive work environments and misplaced truststnong indicators of occupational fraud (U.S. i@har of
Commerce Small Business Nation, 2009). It has lestimated that 5 percent of individuals would cdbifnaud in
any situation, 10 percent would not commit fraudarelless of circumstances, and the remaining 8&epeof people
would only commit fraud, given the right conditiofisavery, Lindberg, &Razaki, 2000). In order foparpetrator to
engage in fraud, the person must perceive thathdatill not get caught, or that, if he is caughgre will be little or
no repercussion for his dishonest acts.

Small businesses, unfortunately, often lack thermal controls that larger organizations have. aAsesult,
eliminating opportunities for fraud is extremelyfidiult. Furthermore, sincemany small businessespgivately owned
they are subject to much less regulation and differeporting standards than are publicly ownega@@tions. As
such, opportunities for fraud become more apparent.

In addition to fraudulent reporting, small busiressface a collection of other ethical dilemmas.albbyusinesses
are especially susceptible to theft as they oféek the resources necessary to establish formadigstdms intended to
deter unscrupulous behavior and prevent frauds dstimated that 75 percent of employee thefteigen discovered
(Paulsell, 2007), suggesting that even if firms'tleae fraud within their own organization, it msgil be occurring.
The ACFE reports that fraudulent conduct in smalsibess is more likely to be discovered by accideah by an
internal audit. The ACFE also found that, compaieall other sized businesses, fraud in smallrmss is the least
likely to be caught by internal operations (ACFB08). Given the perceived vulnerability of smalisimess, extra
precautions should be taken to compensate foritbenge of strong internal controls.

Another challenge that many small business owres fs the fact that employees are often requeflfill
various roles within the organization. This absen€ separation of duties increases the opportupityndividuals
(both the owner and employees) to act unethicaitphout anyone else knowing. The owner of a smaitking
company in Alabama, for example, thought that he #afficient control of the organization since haswthe only
person with authority to write checks for the compa However, his bookkeeper was given all otheafficial and
accounting responsibilities. These responsibdlitteeluded reconciling the checking account, autlivog wire transfers,
and keeping track all of the records. With no else auditing her work, she was able to embezZ® $90 from her
employer before being discovered by a Certifiedlieukccountant, who was hired to investigate a $migcrepancy in
the firm’s accounting records (Wells, 2003).

Finally, small business owners and their employeay lack the knowledge and training necessary ly fu
understand their firm’s potential vulnerability firaud and take the precautionary measures reqtoreéter it. Many
small business owners strive to maintain a fanikg-environment among their employees. This exagga of trust
may discourage small business owners from offarmgprtant fraud prevention training.

Rationalization

Even in the presence of pressure and opportumaydfwill only existsif individuals are able to imtalize their
dishonest acts as acceptable. If the potentiggtextor cannot find a way to justify his actioitss unlikely that fraud
will ever take place. The level to which an indwal can comfortably justify unethical behavior iis,large part,
directly proportional to the individual's level glersonal ethics. Given constant levels of presanck opportunity,
some individuals have a greater proclivity towardethical acts than others which leads to more forea
justifications for their actions.

Rationalizations by small business owners inclideidea that because their family and employeesrdepn the
survival of the business—a just cause by any stardaome degree of fraud is acceptable. Anotherntom
rationalization is that success in business regufrat owners bend the rules a little. An indiabmay rationalize, for
example, that in such a competitive environmeny, taghavior that creates an advantage for the iddaliand creates a
disadvantage for the competition is not only tddgabut also encouraged. A similar idea is thdividuals in small
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business are justified in compromising their ethstandards because they are unfairly disadvantagetpared to
larger firms. Similarly, many small business owmaray justify their unethical behavior as a shertrt solution to
develop the business. These individuals assumvtiea the company is larger these actions will onger be
necessary and, therefore, will cease.

Employees of small business often rationalizethag&thical acts in ways very similar to those of theer. An
employee, for example, may feel that the comparsywr@anged him in some way. As a result, fraudubsions are
justified as being a necessary form of retaliatisither for the sake of revenge or to preclude fatyre instances of
employee maltreatment. A similar justification o when an employee feels that his current wagdgisficantly
less than his contribution to the organization.this case, employee theft is justified as being ¢éaened income
unfairly withheld by the company. Through thefie temployee perceives that he is simply not allgviire company
to forcibly steal labor from him. Employee fraudynalso be motivated by the Robin Hood effect -istgdrom the
rich to give to the poor — especially in times e¥ere financial difficulties.

The self-rationalization that occurs within any amgzation can be largely attributed to the levet¢tbfics fostered
by the organization’s environment. Unethical amshdnest behaviors are much less likely to occuirins with an
established code of ethics (Albrecht, Albrecht, &l&n, 2007). Firms that maintain high ethical d&nas, supported
by enforceable policies, often promote a generalirfg of honesty and integrity that permeates thhmut the entire
organization.

PROTECTION AGAINST FRAUD

All small business owners should take precautiorss proactively prevent fraud within their
organizations.Additionally, small business owndrsudd be aware of the pressures that both theyttagid employees
face. Business owners should also have a fraudthkt outlines, step by step, how they will respém fraud if it is
discovered within their organization. As suchfr@ud is detected, the organization will have apdah to both resolve
the current incident and prevent future incidendsnfoccurring.

Communication is another important aspect of frapelvention. When small business owners are open an
honest, and label appropriate behavior, the prdibakiat fraud will occur is minimized. Understding appropriate
behavior makes rationalizing inappropriate behaviouch more difficult compared to when confusion and
inconsistencies exists within the organizationnally, the last step to fraud prevention includesoaolerance policy
for fraud throughout the organization.

Specific measures that all small business ownarsldhimplementin order to prevent fraud include fibiéiowing.
First, hire honest individuals by conducting backgrd and reference checks on all potential hitscond, establish a
code of ethics that clearly communicatesapprope#teal behavior throughout the entire organizaticGuch a code
should be the foundation for formal ethics traininghird, as previously mentioned, small businessmears should
model appropriate behavior by being an exampleoobty and integrity.Fourth, establish a systerfowhal internal
controls within the organization. Such a systemusth include complete separation of duties for pogition that is
directly associated with recording, counting, amaly or depositing the company’s assets. For itorgncentric
businesses, this would include periodic, unscheblaledits of the organization’s inventory. Otheaufi-prevention
actions include making prompt bank deposits withcagth withdrawals, using numbered receipts fopajiments,
locking cash and checkbooks in a secure area, dolireg the company’s books to be regularly auditgda third

party.
CONCLUSION

Recent instances of fraud have been widespreadssaaib industries. The societal costs incurredsbgh
fraudulent behavior are enormous, affecting indigidconsumers and firms alike. The structure oélbivusinesses
makes them especially vulnerable to the devastatifegts of fraud. Increased research that explbmv preventive
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measures directly alleviate the pressure, oppdytuand rationalization that contribute to fraudh ggay big dividends
for small business owners and the greater economy.

While much has been learned, there are still mamstipns that need to be answered about the fundame
drivers of fraud. Drawing on disparate literatufesm psychology, sociology, and business will sissh the
exploration of the effects of pressure on individufom environmental influences, managers, or aogroups.
Experiments that test the perception of opportesitto commit fraud can enlighten our understandifgthe
mechanisms that can be used to change perceptidmesre is a growing body of literature in the imf@tion systems
field that investigates such questions. Increasapghasis on ethics in research and pedagogy wikesit the heart of
the process of rationalization.

In an increasingly complex world, fraud perpetratoften develop new tools and opportunities to sehand lie
and cheat for gain. However, researchers and éssileaders have the opportunity to also use nefmédogy and
knowledge to develop tools and processes thatadlist in the fight against the debilitating eféeat fraud.
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